
ETHICAL ISSUES RELATED TO ATTORNEY ARTICLES ON 
 BAD BROKERS, PRODUCTS, OR ISSUERS: HANDLING TAKEDOWN 

REQUESTS, CEASE-AND-DESIST LETTERS 

Alan Rosca, Michael Murman, Joshua Kons 

Given the necessity of online advertising for lawyers as well as the unique nature of the Claimant 
FINRA practice, targeted blog posts or other online advertisements regarding individual financial 
advisors, brokerage firms, investment products, or issuers are a necessity. However, as one can 
imagine, targeted blog posts or internet advertisements can give rise to cease-and-desist letters 
from the targets of such advertisements. Fortunately for those doing the marketing, the laws of 
defamation and false light hold those claiming defamation to strict proof and absolute defenses if 
such posts are done correctly. 

Application of the Model Rules of Professional Conduct 

These limitations are found in Rule 7.1 Model Rules of Professional Conduct.  Ordinarily we look 
to this rule as a limitation on what lawyers can say about the services they are offering, but the 
rule is not that limiting. False or misleading statements about another are another form of “false 
or misleading advertising.” In egregious cases the advertising lawyer might also run afoul of Rule 
8.4(c) prohibiting lawyers from engaging in conduct involving dishonesty, fraud, deceit, or 
misrepresentation. 

Among the practical questions to consider are: 

• What happens if there is an inadvertent error in a blog published by a lawyer, and
how to address that when lawyer becomes aware? Is there an obligation to
update?

The answer is, absolutely, yes. Follow the example of the newspapers and promptly 
publish a “correction.”  Experience indicates that disciplinary authorities are not eager 
to devote resources to “advertising” issues, and especially when the lawyer promptly 
acknowledges and corrects “mistakes.” 

• If the broker’s counsel contacts the lawyer, how to handle the situation where the
counsel makes threats of professional complaints?

Refer the lawyer to Model Rule 1.2 (e), “Unless otherwise required by law, a lawyer 
shall not present, participate in presenting, or threaten to [resent criminal charges or 
professional misconduct allegations solely to obtain an advantage in a civil matter.” 
(Note that if the lawyer tries to wiggle out from Rule 1.2, by claiming some noble 
purpose not connected to advantage in the civil matter, he or she will find themselves 
on the horns of the dilemma by acknowledging they are willing to violate Rule 8.3 (a), 
which requires them to inform a disciplinary authority if what they are accusing the 
publishing lawyer of is a violation of the Rules.) 
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 The Elements of a Defamation Claim Favor the Advertising Attorney  

Many targets of attorney advertisements will almost always claim such advertisements are 
defamatory, without appreciating how difficult proving such claims actually are.1 Generally, other 
legal claims that could be asserted by a plaintiff financial advisor such as false light, trade libel, 
and other forms of defamation are subject to the same analysis and constitutional defenses as 
that of defamation. Therefore, insulating advertisements from defamation claims may prevent 
other potential claims as well.  
 
 Most of the claims made by those financial advisors issuing cease-and-desist letters would 
involve defamation of a private figure regarding a matter of public concern.2 For purposes of this 
discussion, we will look at a California law on this matter (although the law may vary slightly in 
other jurisdictions). The standard legal elements as set forth in the California pattern jury 
instructions of a claim of defamation of a private figure regarding a matter of public concern are 
as follows3: 
 

Plaintiff claims that Defendant harmed [him/her/nonbinary pronoun] by making 
[one or more of] the following statement(s): [list all claimed per se defamatory 
statement(s)].  
 

To establish this claim, Plaintiff must prove both liability and damages as follows: 

A. Liability 
 

1. That Defendant made [one or more of] the statement(s) to [a person/persons] 
other than Plaintiff; 
 
2. That [this person/these people] reasonably understood that the statement(s) 
[was/were] about Plaintiff; 
 
3. That [this person/these people] reasonably understood the statement(s) to mean 
that [insert ground(s) for defamation per se, (e.g., “Plaintiff had committed a 
crime”];] 
 
4. That the statement(s) [was/were] false; and 
 
5. That Defendant failed to use reasonable care to determine the truth or falsity of 
the statement(s). 

 
1Be wary of those investment products or issuers that have registered trademarks, as use of those marks 
may give rise to additional causes of action beyond common law defamation and false light such as unfair 
competition and Latham Act claims. 
 
2The primary difference between a matter of public concern versus a private concern is the applicable 
burden of proof on the plaintiff.  
 
3“In a defamation action against a newspaper by a private person suing over statements of public 
concern, however, the First Amendment places the burden of proving falsity on the plaintiff. As a matter of 
constitutional law, therefore, media statements on matters of public interest, including statements of 
opinion which reasonably imply a knowledge of facts, ‘must be provable as false before there can be 
liability under state defamation law.’ ” Eisenberg v. Alameda Newspapers, (1999) 74 Cal.App.4th 1359, 
1382 [88 Cal.Rptr.2d 802], internal citations omitted.) 
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B. Actual Damages 
 

If Plaintiff has proved all of the above, then [he/she/nonbinary pronoun] is entitled to recover 
[his/her/nonbinary pronoun] actual damages if [he/she/nonbinary pronoun] proves that 
Defendant’s wrongful conduct was a substantial factor in causing any of the following: 

 
a. Harm to Plaintiff’s property, business, trade, profession, or occupation; 
b.  Expenses Plaintiff had to pay as a result of the defamatory statements; 
c. Harm to Plaintiff’s reputation; or 
d. Shame, mortification, or hurt feelings. 
 
C. Assumed Damages 

 
If Plaintiff has not proved any actual damages for harm to reputation or shame, mortification, or 
hurt feelings but proves by clear and convincing evidence that Defendant knew the statement(s) 
[was/were] false or that [he/she/nonbinary pronoun] had serious doubts about the truth of the 
statement(s), then the law assumes that Plaintiff’s reputation has been harmed and that 
[he/she/nonbinary pronoun] has suffered shame, mortification, or hurt feelings. Without 
presenting evidence of damage, Plaintiff is entitled to receive compensation for this assumed 
harm in whatever sum you believe is reasonable. You must award at least a nominal sum, such 
as $1.00. 
 
Before even touching on defenses, you can see how difficult a claim of defamation would be for 
a financial advisor, issuer, or brokerage firm to prove. As for liability, they would not only have to 
prove falsity (which would be difficult if not impossible if such advertisements are tracking public 
sources of information), but would also have to show that the lawyer failed to use reasonable care 
to determine the truth or falsity of such statements. However, it is damages where their case 
would really fall part.  
 
As for actual damages, it would be difficult if not impossible to prove that an advertisement was 
the actual and proximate cause of any sort of actual harm to their business or profession, as any 
such statements likely stem from an underlying FINRA disclosure which is the actual cause. As 
such, actual damages are extremely hard to prove. 
 
As for any assumed damages, the Supreme Court has generally held that a Plaintiff must first 
prove actual damages before being awarded any presumed damages.4  

 
4“Our accommodation of the competing values at stake in defamation suits by private individuals allows 
the States to impose liability on the publisher or broadcaster of defamatory falsehood on a less 
demanding showing than that required by New York Times. This conclusion is not based on a belief that 
the considerations which prompted the adoption of the New York Times privilege for defamation of public 
officials and its extension to public figures are wholly inapplicable to the context of private individuals. 
Rather, we endorse this approach in recognition of the strong and legitimate state interest in 
compensating private individuals for injury to reputation. But this countervailing state interest extends no 
further than compensation for actual injury. For the reasons stated below, we hold that the States may not 
permit recovery of presumed or punitive damages, at least when liability is not based on a showing of 
knowledge of falsity or reckless disregard for the truth.” Gertz v. Robert Welch, Inc., (1974) 418 U.S. 323, 
348–349 [94 S.Ct. 2997, 41 L.Ed.2d 789]. 
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Furthermore, presumed damages requires proof of actual malice or recklessness.5 This actual 
malice requires clear and convincing evidence.6 Even if actual damages could be established, 
defendants would have a strong argument that any sort of “shame or harm” would not be caused 
by the republication of underlying factual, privileged information disclosed by FINRA – and not by 
the advertisement. Assuming attorneys track publicly available sources for the underlying 
information, it would not be possible to prove actual malice or recklessness. 
 

Advertising Attorneys Have Multiple Affirmative Defenses to Raise Against 
Defamation Claims 
 

Even if a financial advisor plaintiff could run the gauntlet on proving the elements of defamation, 
defendant attorneys have a powerful absolute defense that they can rely on – truth. Truth is an 
absolute defense to defamation claims. Pattern jury instructions reflect this defense as follows: 

 
Defendant is not responsible for Plaintiff’s harm, if any, if Defendant proves that 
[his/her/nonbinary pronoun/its] statement(s) about Plaintiff [was/were] true. 
Defendant does not have to prove that the statement(s) [was/were] true in every 
detail, so long as the statement(s) [was/were] substantially true. 
 

Attorneys can take comfort in the defense of truth in their advertising practices. Once again, 
assuming the underlying source information is non-confidential, public and accurate, there is no 
liability for defamation so long as the communication is “substantially true”. In other words, 
advertising attorney are insulated for minor inaccuracies so long as the substance of the 
communication is true.7 In other words, a statement is not considered false unless it would have 
a different effect on the reader than a true statement.8  
 
In addition to the absolute defense of truth, advertising attorneys have a host of other powerful 
defenses at their disposal including statutes of limitation (which are very short in defamation 
cases), consent (by virtue of their form U4 reporting requirements), fair and true reporting 
privilege, and other privileges. 
 
 
 

 
5Private-figure plaintiffs must prove actual malice to recover punitive or presumed damages for 
defamation if the matter is one of public concern. They are only required to prove negligence to recover 
damages for actual injury to reputation. Khawar v. Globe Internat., (1998) 19 Cal.4th 254, 273–274 [79 
Cal.Rptr.2d 178, 965 P.2d 696]. 
 
6“To prove actual malice . . . a plaintiff must ‘demonstrate with clear and convincing evidence that the 
defendant realized that his statement was false or that he subjectively entertained serious doubts as to 
the truth of his statement.’ ” Khawar, supra, 19 Cal.4th at p. 275, internal citation omitted. 
 
7“California law permits the defense of substantial truth and would absolve a defendant even if she cannot 
‘justify every word of the alleged defamatory matter; it is sufficient if the substance of the charge be 
proved true, irrespective of slight inaccuracy in the details.’ ‘Minor inaccuracies do not amount to falsity so 
long as ‘the substance, the gist, the sting, of the libelous charge be justified.’ ” (GetFugu, Inc. v. Patton 
Boggs LLP (2013) 220 Cal.App.4th 141, 154 [162 Cal.Rptr.3d 831], internal citation omitted.) 
 
8“Put another way, the statement is not considered false unless it ‘would have a different effect on the 
mind of the reader from that which the pleaded truth would have produced.’ ” (Jackson v. Mayweather 
(2017) 10 Cal.App.5th 1240, 1262–1263 [217 Cal.Rptr.3d 234].) 
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Anti-SLAPP Statutes also Offer Advertising Attorneys a Powerful Tool to Dismiss 
Claims against Protected Free Speech 
 

In addition to defenses, some jurisdictions with “anti-SLAPP” statutes such as California and 
Connecticut allow defendants to file a motion to strike any sort of lawsuit regarding “any act . . . 
in furtherance of the person’s right of petition or free speech under the United States Constitution 
or the California Constitution in connection with a public issue.”9  
 
Under the statute, the rights of free speech or petition in connection with a public issue include 
four categories of activities: statements made before a legislative, executive or judicial 
proceeding; statements made in connection with an issue under consideration by a governmental 
body; statements made in a place open to the public or a public forum in connection with an issue 
of public interest; and any other conduct in furtherance of the exercise of free speech or petition 
rights in connection with “a public issue or an issue of public interest.”10 Anti-SLAPP motions can 
dispose of defamation lawsuits early, and entitled the defendant to recovery of their attorneys fees 
if such motions are granted. 
 
 Practical Takeaways for Advertising Attorneys 

Attorney advertising is a necessity in today’s law practice, and is a necessity for virtually every 
PIABA member. Accurate attorney advertisements are nothing to fear, nor or cease-and-desist 
letters received by financial advisors, brokerage firms, or issuers. Although the path of least 
resistance in many cases is to accommodate those sending letters by simply removing such if 
such advertisements have not yielded a response, the law is on the side of the advertising attorney 
who has truthful (or even substantially truthful) advertisements which comply with the applicable 
rules of professional conduct. 

 
9Cal. Civ. Proc. Code § 425.16 (2019). 
 
10Cal. Civ. Proc. Code § 425.16(e) (2019). 
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LITIGATING IN DIFFERENT FORUMS: JAMS, AAA, FINRA AND COURT 

Debra Speyer 

This panel addresses the differences between the most popular arbitration forums. Those forums 
are FINRA, AAA, JAMS and CPR.  There are some substantial and some subtle difference 
between them which will be discussed by our seasoned panel. While most cases you will see with 
FINRA based brokerage firms will be with FINRA arbitration, the Investment Advisory firms and 
non FINRA members will use some of the other arbitration services.   

American Arbitration Association 

AAA is a non-profit that was founded more than ninety years ago. It has thousands of arbitrators 
on its National Roster. Most of their arbitrators are retired judges and lawyers and currently 
practicing lawyers. The lawyers are primarily trial lawyers with specific specialties.   

AAA has multiple sets of rules. Investment firm disputes will be either under the Consumer rules 
or the Commercial rules. Employment cases are under the Employment rules.  Under the 
Consumers rules, the amount of fees the consumer has to pay are capped to $200 if the consumer 
brought the action and the consumer pays zero if the business brought the action. The business 
pays the bulk of the costs associated with the arbitration including the arbitrator fees. Under the 
Commercial rules, the amount of fees the consumer pays are not capped and are paid up front. 
If the arbitration clause does not set forth if the action will be under the Commercial or the 
Consumer rules, the parties can go to court for a ruling which the AAA will honor. Alternatively if 
the parties do not go to court, the AAA will evaluate and initially make a ruling based on its 
Consumer Due Process Protocol Statement of Principles and their rules.  This Protocol was 
developed in association with the American Bar Association. The clause does not state if this falls 
under consumer or commercial. Even if the arbitration clause states the Commercial rules apply, 
and the consumer bringing the actions states they cannot afford to pay, AAA can override the 
arbitration clause and put the parties into the Consumer rules section.  

AAA Consumer Rules 

AAA has developed the Consumer Arbitration Rules for its arbitrations. The AAA's role is 
administrative only. It manages the administrative aspect of the arbitration such as appointment 
of arbitrators, preliminary decisions as to where hearings might take place, and handling the fees 
associated with the arbitration.  AAA charges an administrative fee for their services. In the event 
of the consumer's extreme hardship, the AAA may defer or reduce the consumer's administrative 
fees.  Arbitrators are compensated at a rate established by the AAA. Arrangements for the 
compensation of arbitrators are made through the AAA and not directly between the parties and 
arbitrators. The AAA may require the parties to deposit in advance of the hearing the sums of 
monies necessary to cover the cost of the arbitrator's fees. Once the arbitration is concluded, the 
AAA will render an account and return any unused money.  

The AAA maintains a National Roster of arbitrators. If the arbitration clause does not set forth how 
arbitrators are selected, the parties have the ability to appoint their own arbitrators that are not on 
the National Roster. If they do not appoint arbitrators nor agree to a process, the AAA will 
administratively appoint an arbitrator from its National Roster. Under AAA rules if the parties have 

Page - 6 -



 

not agreed to or if the arbitration agreement has not set forth the number of arbitrators, then the 
dispute shall be heard by one arbitrator. For cases under $25,000 with no counterclaims, the 
dispute can be heard on the documents only. However, either party can ask for a hearing.  If a 
claim is low enough to be considered a small claims court matter, the AAA does not have to 
accept jurisdiction and can direct the parties to small claims court.   

Pre Hearing Preparation. If the parties request or if the AAA Administrator or the arbitrator decides 
to hold one, they will schedule a preliminary management hearing with the parties or their 
representatives as soon as practical. This hearing is conducted by telephone. The arbitrators will 
promptly issue a written order with their decision.  
 
Location of the Hearing. At the request of either party, the AAA may hold a telephone conference 
with the parties or their representatives to discuss the location of the hearing. Even if the 
arbitration clause sets forth a hearing location near the business being sued, the AAA can decide 
a different location based on the Consumer Due Process Protocol. 
  
Discovery. If the parties do not voluntarily share discovery or identify witnesses, a party can ask 
the arbitrator to decide. The arbitrator may direct specific documents and other information to be 
shared between the consumer and business as well as the parties identify witnesses. 
     
Written Motions. The arbitrator may consider a party’s request to file a written motion (except for 
Dispositive Motions (i.e. Motion to Dismiss) but only after the parties and the arbitrator conduct a 
conference call to attempt to resolve the issues that give rise to the proposed motion.   Only after 
this conference call will the arbitrator consider a party’s request to file a written motion.  
 
Written Record of Hearing. If a party wants a written record of the hearing, that party must make 
arrangements with a stenographer and notify the opposing party, the AAA and the arbitrator.  
 
The arbitration may proceed even if a party or representative is absent so long as proper notice 
was given and the party failed to appear or ask for a postponement. There are no default awards. 
The arbitrator shall require the party who participates in the hearing to submit the evidence 
needed by the arbitrator to make an award.  
 
Awards are rendered within thirty calendar days from the close of the hearing. 
 
    
AAA Commercial Rules.  

There are limited differences between the Consumer Rules and the Commercial Rules.   
 
Appointment of National Roster arbitrators. If the parties have not appointed an arbitrator and 
have not provided any other method of appointment, AAA shall appoint arbitrators by sending an 
identical list of ten names from the National Roster. Each party has fourteen calendar days to 
strike names objected to and rank the remaining names. The parties can choose the chairperson. 
If none is chosen within fourteen calendar days, the AAA will choose one.  
 
A Claim or counterclaim of at least $500,000 exclusive of interest, attorneys' fees, arbitration fees 
and costs are put through using the Large and Complex Commercial Disputes rules.  
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JAMS 
 
JAM is a for profit organization started in 1979 by a judge in California. Panel members are 
charged a fee to be on the arbitration list to be chosen from. Some of the highlights of the 
differences is: 

JAMS arbitrators charge by the hour.   

JAMS Comprehensive Arbitration Rules and Procedures are used to govern disputes that 
exceeds $250,000 not including interest or attorneys’ fees.  
 
Arbitrator Selection. If the parties do not agree on an arbitrator, JAMS may facilitate agreement 
among the Parties regarding selection of the Arbitrator. If the Parties do not agree on an Arbitrator, 
JAMS shall send the Parties a list of at least five Arbitrator candidates in the case of a sole 
arbitrator, and ten arbitrators in the case of a three arbitrator panel. Within seven days of service 
each Party may strike two names in the case of a single Arbitrator and three names in the case 
of a three Arbitration panel. If there are too many strikes to form a panel, then JAMS shall 
designate the sole Arbitrator or as many members of the tree arbitration panel as is necessary to 
complete the panel.  
 
Preliminary Conference. At the request of any Party or at the direction of the Arbitrator, a 
Preliminary Conference shall be conducted with the Parties or their counsel.   
 
JAMS has an expedited procedure with more limited discovery. 
 
JAMS allows for depositions. 
 
  
CPR 
 
CPR was formed in 1977. It is an independent nonprofit organization. Its niche is the international 
ADR market. Although it has administered arbitrations, it distinguishes itself as having non 
administered arbitrations for those clients who prefer non-administered arbitrations and look to 
CPR assistance for specific functions such as arbitrator selection.  The non-administered 
arbitrations are managed by parties counsel and the arbitrators. CPR has two sets of arbitration 
rules – international and domestic for the administered arbitrations and two sets of rules – 
international and domestic for the non-administered arbitrations.   
 
The administered arbitrations are useful as well as CPR has multilingual staff and international 
and provides assistance with arbitrator selection, resolution of challenges to arbitrators, timeliness 
of awards, mediation queries and other key aspects of the arbitral process.  
 
 
FINRA 
 
PIABA membership is quite familiar with the FINRA arbitration system. The highlights are that it 
is an administered arbitration system. Public Chair list consists of ten potential arbitrators with 
four strikes per party. The public arbitrator panel list provides for fifteen potential arbitrators with 
six strikes per party. The non-public list consists of ten potential arbitrators with ten strikes per 
party. There is a base administrative fee based on the value of the claim. The arbitrators are paid 
by the session.    
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TIPS FOR ZOOM HEARINGS AND ADVOCACY: AN ARBITRATOR AND 
MEDIATOR’S PERSPECTIVE 

Pierre F de Ravel d’Esclapon, FINRA Mediator and Public Arbitrator 

A veritable plethora of how-to guides to virtual hearings is available on the internet. The points 

below are far from exhaustive as I do not discuss the pros and cons of various platforms, the 

critical issues of cyber security beyond that which is provided by FINRA, how to organize the pre-

hearing conference,time allocations, agreed by the parties or ordered by the panel, recording 

(FINRA handles it), oath by witnesses,  

A. Understand and Master the Technology

1. Physical set-up

a. use a desktop or laptop or a tablet

b. fast internet connection

c use a good quality webcam 

d. use a table microphone preferably

e. pay attention to proper lighting

f. use dual monitors

g. limit the chat function to messages to everyone.

2. Appearance and behaviour

a. learn how to position the camera to project the impression you are looking at the

arbitrators in the eyes-avoid the shifty eyes syndrome which occurs when your eyes

move down or sideways to look at a document -having a second monitor helps

b. maintain decorum in dress and appearance

c. sitting is better than standing. Note: the further you are from the camera the more of

you and your body language the panel will see.

3. Avoid distractions

a. mute the microphone when not speaking

b. turn off cell phones and office phones

c. Use of virtual background: helps reduce distractions but can lead to jerky movements
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4. Preparation

a. do a dry run with your client and witnesses, make sure they have technology adequate

for the task: having a client join by phone from a car does not do much to help your

case.

b. have a backup plan in case of technological glitches

c. have a list of cell phone numbers

B. Handling documents

1. distribute a list of exhibits before the hearing, try to have stipulated exhibits /joint exhibits,

mark clearly stipulated facts

2. have your exhibits ready to be marked

3. ask the panel during the PHC if they want paper copies in addition to e-copies: paper

copies are much easier for arbitrators especially if the documents are voluminous.

4. know how to use the shared screen function. Even if you have supplied paper copies to

the panel know how to show on a shared screen a particular document or excerpt from a

document.

5. It helps to know how to bookmark documents and or to create hyperlinks to retrieve

documents easily and help the panel retrieve them during the hearing.

C. Handling Witnesses

1. make sure the witness is in a room alone. The use of a 360 degree camera is

recommended. No coaching via e-mail!

2. develop a technique for courteous interjection of objections

3. Witnesses should not use virtual backgrounds: in a natural background the panel will find

it easier to see that no one else is in the room coaching the witness and it makes it easier

to “read” the witness.

4. provide breakout rooms for counsel and parties to confer.

5. make sure the parties are not talking over each other.

6. consider the use of a proctor in the room where the witness testifies to ensure no coaching

by any means.

D. Managing Time

1. Be very well organized: virtual hearings exacerbate rambling, lack of organization,

fumbling by counsel.

2. have clear objectives of what you want to get out of each witness

3. In a virtual world there is a premium for simplification and concision-no grandstanding in

front of clients

4. speak much more slowly than you would in person and tell the same to your witnesses.

Page -10-



 5. Don’t be afraid to ask for breaks: virtual hearings are more tiring then in-person ones. 

Conclusion 

-In virtual hearings the chair has an even greater role in maintaining the smoothness of the 

proceedings, muting participants when proper etiquette is not observed or when more than one 

person speaks. 

-Reading witnesses and assessing credibility: in some ways better than in person. The speaker 

view allows the panel to have close-ups of the faces and body language, better read of micro-

expressions 

-easier to see the counsel’s and client’s reaction to testimony 

-as easy as in person to assess pauses, shifting eyes, hand covering mouth etc. 

-much more efficient in many ways: no travel time, easier to schedule and far less costly. 

-to be effective counsel must be mindful of the difficulties for the panel and strive to make the 

panel’s task easier by being very well organized and prepared. 

-virtual panel deliberations are a big plus and improve the process-very efficient. 

Virtual works! 

Further resources: 

-AAA-ICDR Virtual Hearing Guide https://go.adr.org/covid-19-virtual-hearings.html 

-American College of Trial Lawyers: https://www.actl.com/home/news-publications/position-

statements-white-papers Mastering Zoom Advocacy; Conducting Remote Hearings 

-JAMS has a series of short and useful articles of virtual hearings 

https://www.jamsadr.com/online#publications-details 

-ABA: https://www.americanbar.org/groups/litigation/committees/childrens-

rights/articles/2020/privacy-and-confidentiality-tips-for-virtual-hearings/  

-NYSBA: https://nysba.org/products/conducting-a-virtual-evidentiary-hearing-in-arbitration-2020/ 

; https://nysba.org/events/handling-the-virtual-hearing-nysba-trial-academy-virtual-conference-

webinar/ ; https://nysba.org/nysbas-definitive-guide-to-virtual-lawyering/  

-NYCLA : 

https://www.nycla.org/iParts/Common/ContentBlock/PostDefault.aspx?iUniformKey=eae03c3a-

eb7e-444d-8ff1-7b3e0b6a38a2&ReplyOptions=4f157f78-bd79-48f8-8164-

b198c1137218&TagKeys=&DefaultHtmlSessionKey=e8d8edfe-2790-48db-8463-

043b011e77ed&WebsiteKey=80d9b981-d8fc-4862-bcde-1e1972943637 
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AAA-ICDR PANELIST RESOURCE GUIDE  
FOR VIRTUAL ARBITRATION HEARINGS  
 

This Resource Guide provides information which AAA arbitrators may find helpful when the parties 

to a particular matter have chosen to conduct their arbitration hearing via a videoconferencing 

platform.  The information contained in this Guide can be applied or modified in ways to fit the specific 

needs of any particular case.  Based on the circumstances of a specific case, arbitrators or parties may 

make decisions about their virtual hearing or take actions different from those provided in this Guide.     

 

Clicking each of the topics below will take you to resources for that topic.   
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USING AAA-HOSTED VIRTUAL HEARINGS                                                                      Main Menu 

 

Upon request by an arbitrator, or upon the agreement of the parties, the AAA-ICDR will provide 

access to a third party platform to host an arbitration proceeding.  Under those circumstances, the 

AAA-ICDR will utilize the Zoom platform. The AAA-ICDR has trained staff to utilize the Zoom video 

conferencing platform and has purchased Zoom Pro licenses.  AAA Panelists not familiar with Zoom 

may want to consider getting a free Zoom account to familiarize themselves with the platform’s 

features and navigation.  Panelist may also contact their AAA case manager for additional information 

or assistance.  Links to various tutorials of the Zoom platform can be found here: Zoom Tutorials 

The following documents provide access to helpful information and guidance about AAA virtual 

arbitration hearings conducted using the Zoom platform.  These “Virtual Hearings” documents can 

be found on the AAA-ICDR COVID-19 Update*page under the “Our Perspectives” section. 

 Virtual Hearing Guide for Arbitrators and Parties Utilizing Zoom 

 Order and Procedures for Virtual Hearing via Videoconference 

 

*Press and hold the CTRL key then click the link to open the COVID-19 Page in a new browser tab. 
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USING PERSONAL VIDEO CONFERENCING ACCOUNTS                                               Main Menu 

 

Upon request by an arbitrator or with the agreement of the parties, the arbitrator may provide access to a third 

party videoconferencing platform (e.g., Zoom, GoToMeeting, Microsoft Teams, etc.) to host an arbitration 

proceeding being administered by the AAA (see AAA Guidelines for Virtual ADR Proceedings). Particular 

attention should be paid to the contents of the Considerations for Recording Virtual Hearings.  If using the Zoom 

platform, please refer to the suggested default settings here:  AAA-ICDR Suggested Zoom Default Settings 

for Virtual Hearings.  Links to various tutorials for the Zoom platform can be found here: Zoom Tutorials.   Any 

concerns regarding the use of a third party videoconferencing platform should be raised by copying 

correspondence to all parties to any particular matter.     

The following documents provide access to general information and guidance about virtual 

arbitration hearings conducted using videoconferencing platforms.   These “Virtual Hearings” 

documents can be found on the AAA-ICDR COVID-19 Update*page under the “Our Perspectives” 

section. 

 Virtual Hearing Guide for Arbitrators and Parties 

 Order and Procedures for a Virtual Hearing via Videoconference 

 

*Press and hold the CTRL key then click the link to open the COVID-19 Page in a new browser tab. 
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USING PARTY VIDEO CONFERENCING ACCOUNTS                                                       Main Menu 

 

AAA Panelists conducting virtual arbitration and mediation proceedings administered by the AAA 

using a video conferencing account (e.g., Zoom, GoToMeeting, Microsoft Teams, etc.) provided by 

either a party or a party’s representative, should make an inquiry to determine whether the parties 

have (i) made their own investigation as to the suitability and adequacy of the video conferencing 

platform for its proposed use for the virtual ADR proceeding, (ii) assessed any risks of using the 

platform regarding its security, privacy or confidentiality, and (iii) have mutually agreed to using the 

platform for the arbitration or mediation.   Panelists may contact their AAA case manager for 

assistance with such an inquiry.   Any concerns regarding the use of a third party video conferencing 

platform should be raised by copying correspondence to all parties to any particular matter.  Should 

the parties and the arbitrator(s) wish to use the videoconferencing platforms recording feature, if 

any, particular attention should be paid to Considerations for Recording a Hearing. 

The following documents provide access to general information and guidance about virtual 

arbitration hearings conducted using videoconferencing platforms These “Virtual Hearings” 

documents can be found on the AAA-ICDR COVID-19 Update*page under the “Our Perspectives” 

section. 

 Virtual Hearing Guide for Arbitrators and Parties 

 Order and Procedures for a Virtual Hearing via Videoconference 

 

*Press and hold the CTRL key then click the link to open the COVID-19 Page in a new browser tab. 
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                                                    Main Menu 
Using Personal Video Conference Accounts 

 

AAA Guidelines for Virtual ADR Proceedings     

AAA Panelists conducting virtual arbitration and mediation proceedings using personal video 

conferencing accounts (e.g., Zoom, GoToMeeting, Microsoft Teams, etc.) should follow the 

guidelines below established by the AAA for such proceedings conducted under its auspices.  If 

following these guidelines is not possible, please contact your AAA case manager to discuss 

alternative video conferencing options.   

1. The arbitrator(s)/mediator should possess a sufficient level of competence with whatever 

platform they propose using so as to facilitate the proceedings without delay or disruption.    

2. The video conferencing platform must have security features sufficient to safeguard the 

confidentiality of the process and all such security features are enabled.    

3. The platform’s technology must provide for fair, equal and reasonable right of access to all 

participants. 

4. The platform must guarantee equal opportunity for parties to reasonably present evidence 

and testimony, including direct and cross-examination of witnesses. 

5. The platform must be able to accommodate participants having lesser technical capabilities 

and know-now.  

6. The platform must provide the means to verify the identity of all participants.  

7. The platform must provide the means for all participants [or the witness] to always be in 

view of the camera. 

8. The platform must provide a means for sequestering witnesses.  

9. The platform must provide the means to disclose and clearly identify relevant documents.  

10. The platform’s recording feature(s), if any, must be able to be enabled/disabled. 

11. The arbitrator(s)/mediator must have a contingency plan in place, e.g., a back-up 

conference line, should the primary platform fail or otherwise become impractical. 
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Main Menu 
Using Personal Video Conference Accounts 

Using Party Video Conferencing Accounts 

Considerations for Recording Virtual Hearings  
 

Should the case participants opt to use a videoconferencing platform’s recording features, they 

should be fully aware of the platform’s Terms of Service and the conditions under which the session 

will be recorded should be formalized and shared with case participants in advance of the hearing. 

The recommended process for recorded sessions that are not conducted with AAA Zoom accounts 

is to use cloud storage (files sizes of recordings are quite large) and have the platform’s account 

owner send a link to the recording to case participants as directed by the arbitrator(s) or as identified 

in the procedural order.  The link should be password protected and the password should be sent 

separately from the communication containing the link.  In cases where there is direct exchange, and 

where the arbitrator is the account holder, the arbitrator can send the recording link (or links if there 

is more than one day) to the parties directly, followed by an email with the password for the link.  For 

cases without direct exchange where the arbitrator is the account holder, both the link and the 

password should go through the AAA case manage to be sent to the parties. 

The recipients should have seven (7) calendar days to download a local copy of the recording via the 

link, after which the cloud recording should be deleted.  The recipients are responsible for 

maintaining security around and controlling access to their locally stored copies of the recordings. 

Should the case participants opt to not use cloud storage and save the recording locally, the host on 

whose computer the file is stored must (i) ensure that the space on their computer is sufficient to save 

the recordings, (ii) ensure to arrange to transmit the file to the specified case participants in a secure 

manner (such as via Citrix ShareFile or other file sharing tools) and, (iii) also take steps to maintain 

the security around and control access to their locally stored copy of the recording and to secure its 

deletion after the case concludes.   
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Using Personal Video Conference Accounts 

 

 

Appendix A 
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RISKS OF VIDEO CONFERENCING*                                                                                    Main Menu 

 
The advent of the COVID-19 outbreak has reinforced the demand for effective and seamless video 

conferencing capabilities to ensure that matters proceed to resolution through arbitration and 

mediation proceedings without prolonged disruptions.  There are, however, potential issues with 

using video conferencing for such proceedings.  Parties and their representatives need to be aware 

of these issues and take whatever steps they believe are necessary to mitigate risks the issues pose 

or, alternatively, forgo video conferencing in favor of in-person proceedings.  The following three 

issues in particular are important to note. 

 

Due Process – Fairness and Impartiality 

Arbitrators and mediators must ensure that:  

1. The video conferencing platform’s technology provides for fair, equal and reasonable right of 

access to all involved.    

2. The platform guarantees equal opportunity for parties to present evidence and testimony, 

including direct and cross-examination of witnesses.  

3. The video conference will be terminated if proceeding will result in unfairness to a particular 

party. 

4. The agreed-upon mutual technical requirements for video conferencing reduces the risk of 

unfairness against parties with witnesses who only have access to lesser technical capabilities 

and know-how. 
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5. All persons in each video conferencing location are relevant to the proceedings and identified 

before the proceedings begin so that no witnesses is being coached by off-screen individuals. 

6. The proceedings are transparent by requiring that any relevant documents be clearly 

identified and disclosed. 

 

Confidentiality & Security 

Like most online services, video conferencing platforms may be breached and intruded upon in the 

absence of appropriate measures to ensure confidentiality and security.  Cybersecurity breaches in 

the context of arbitration and mediation would be detrimental if non-participants gain access to 

confidential information.   While no video conferencing service can guarantee 100% security, most 

have sophisticated platforms that provide significant security.  Unfortunately, hackers are equally as 

sophisticated.   

Arbitrators (and mediators as may be applicable), must strive to protect the confidentiality of the 

proceedings by  

1. Ensuring that access to the video conference connection is adequately protected, e.g., by using 

the platform’s security features and turning on it security settings.  

2. Advising the parties that they and their representatives have a duty to use their best efforts 

to ensure the security of the video conference participants. 

3. Requiring that only the witness and relevant individuals may participate in the video 

conference, and that these individuals must be identified. 

4. Prohibiting recordings of the video conference made outside presence of the arbitrator(s), 

and limiting circulation of authorized recordings so that they are not accessed by non-parties. 

 

Technology Challenges 

 

There is always a risk to the smooth execution of a virtual arbitration or mediation proceeding when 

technology is involved.   Chief among the disrupters are power outages and disconnections.  Another 

significant challenge can be participants who aren’t proficient, or at least minimally versed, in the 

applicable technology.   Arbitrator, mediators, the parties and their representatives should (i) have 

contingencies in place they can easily turn to should the primary platform fail or otherwise become 
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impractical to use and, (ii) set up dry-runs or practice sessions to ensure all participants are 

comfortable with the technology.   

__________________________ 

* Adapted from “Safeguarding the Future of Arbitration: Seoul Protocol Tackles the Risks of Videoconferencing.” 

http://arbitrationblog.kluwerarbitration.com/2020/04/06/safeguarding-the-future-of-arbitration-seoul-protocol-tackles-the-risks-
of-videoconferencing/ 
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VIDEO CONFERENCING DISCLAIMER                                                                              Main Menu 

                                                    

Upon request by an arbitrator or mediator, or upon the agreement of the parties, the AAA-ICDR will 

provide access to a third party platform to host an arbitration or mediation proceeding.  Under those 

circumstances, the AAA-ICDR will utilize the Zoom platform. The AAA-ICDR has trained staff to 

utilize the Zoom video conferencing platform and has purchased Zoom Pro licenses.  However, the 

use of video conferencing platforms for arbitration and mediation proceedings is subject to the 

platform’s terms and policies, for example: https://zoom.us/privacy-and-legal.  While the AAA-ICDR 

can provide access to Zoom, the parties and the arbitrator may utilize whichever third party platform 

they choose. The AAA-ICDR does not endorse any one platform over another nor does the AAA-

ICDR guarantee the suitability or availability of any platform.   
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COMPARISONS OF VIDEO CONFERENCING PLATFORMS                                           Main Menu 

 

The resources on this page are provided for informational purposes only.  The AAA-ICDR does not 

endorse any one platform over another nor does the AAA-ICDR guarantee the suitability or 

availability of any platform. 

The links below provide high-level reviews of popular business video conferencing platforms such 

as Zoom, GoToMeeting, Webex Meetings, Microsoft Teams, etc.  

 

           Press and hold the CTRL key while clicking a logo to open the websites in a new browser window. 
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ZOOM TUTORIALS                                                                                                              Main Menu 
Using AAA-Hosted Virtual Hearings 

Using Personal Video Conference Accounts 

 

 

The links below navigate to YouTube video tutorials available on Zoom’s official website and are 

provided for your convenience.  Zoom maintains the tutorials and is solely responsible for their 

content. 

               

            Press and hold the CTRL key while clicking a link to open the tutorial in a new browser window. 

Account & Admin – User Management 0:45 Reporting & Dashboard 5:40  

Assigning Scheduling Privileges in Outlook 5:02 Scheduling a Meeting 1:07 

Audio & Video Controls 1:42 Scheduling a Meeting with Google Calendar 1:47 

Breakout Rooms 3:18 Scheduling a Meeting with Outlook 0:52 

Closed Captioning 1:39 Scheduling a Zoom Webinar 1:14 

Join a Meeting 1:09 Sharing Multiple Screens Simultaneously 1:41 

Meeting Controls 10:16 Sharing Your Screen 1:11 

Messaging & Collaboration 51:20 Zoom Rooms Overview 50:46 

Recording a Zoom Meeting 1:35 Zoom Rooms Direct Sharing 1:35 

Recording a Zoom Session 50:47  Zoom Rooms Feature Enhancements 3:18 
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https://www.youtube.com/embed/YUnCzhIIsJM?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/Rb2fT-N_VCA?rel=0&autoplay=1
https://www.youtube.com/embed/UOh_UOUW1y0?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/XhZW3iyXV9U?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/-s76QHshQnY?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/E0XmIIXcrEY?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/jbPpdyn16sY?rel=0&autoplay=1
https://www.youtube.com/embed/m1WNR_Rv0-c?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/a06O8JmpPZA?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/dz4KVADtZxg?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/hIkCmbvAHQQ?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/pt-tcvaQ9I4?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/ygZ96J_z4AY?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/YA6SGQlVmcA?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/gSOdkC8W-iM?rel=0&autoplay=1
https://www.youtube.com/embed/RNh5YxfCFoc?rel=0&autoplay=1
https://www.youtube.com/embed/lZHSAMd89JE?rel=0&autoplay=1&cc_load_policy=1
https://www.youtube.com/embed/cOTwWVSvwQw?rel=0&autoplay=1
https://www.youtube.com/embed/iG3GiwHXp5s?rel=0&autoplay=1
https://www.youtube.com/embed/q-5JpSEAylw?rel=0&autoplay=1



